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Active Worlds (AW) is a 3D virtual reality platform. Users assign themselves a unique name, log into the Active Worlds virtual world universe, and explore 3D virtual worlds and environments that other users have built while operating an avatar. Users can chat with one another or build structures and areas from a selection of objects. AW allows users to own worlds and universes, and develop 3D content. The browser has web browsing capabilities, voice chat, and basic instant messaging. This integrated software can allow users to connect, explore, and gain a more in depth understanding of 3D. Corporate and educational clients of AW can make use of the interaction, communication, and media to provide functional environments suited for their objective.

AW has a rather chaotic history, and its development and design involves contributions from many people. In the beginning of 1994, three small software developers in the San Diego region were merged under the name "Knowledge Adventure Worlds". Their goal was to develop avatar based multiuser 3D cyberspace systems for the Internet. 
The product has grown in sophistication in later years that the metaphor changed from the original idea of creating a simple “3D website”--now the user could construct an office, building, or area in 3D in which to display products or information and let users interact with these spaces in 3D plus multimedia elements. In the newest versions of the client program, there are many new features which allow users to interact with the environment more so than previous versions.
Strengths

Like in many of the popular online virtual worlds, one of the strengths of AW lies in its ability to allow the user to create content online, and actually be able to keep the rights to this work and thus becomes intellectual property of the creator. While there are other online worlds that perhaps are better at managing how this procedure is done, one important characteristic of AW is its simplicity.
If one is a seasoned user or visitor of virtual worlds on the internet, one cannot help but be struck with the simplicity and ease of using AW. Basically, all you have to download is a special browser that will connect to the Active World server and allow you to visit the world in a sort of “trial” mode, as a “virtual tourist.” Once you are inside the world, it’s only a matter of a few minutes to figure out how to make your avatar move about and interact with the 3D world.

Because of this straightforwardness and near-effortlessness in transitioning from a regular 2D website to the 3D world of AW, one of its inherent strengths lie in its ability to effectively merge 3D displays with existing web-based content and show them side by side. For instance, if one had a traditional webpage, and wanted to demonstrate a procedure using the power of 3D in AW, both the 3D display and the webpage can be seen side by side on the Active Worlds Browser. Furthermore, one can directly link images available on the internet onto an ActiveWorlds object, and thus show the image to others who are also currently in the same world as one’s avatar. With this sort of ease and flexibility, AW is very conducive learning environment, and thus a very good venue for virtual classrooms. In fact, there is a special Active Worlds Browser created specifically for this purpose, somewhat enhanced to facilitate instructors’ capabilities for teaching which is called AWEDU (discussed in opportunities).
Weaknesses

One of the most obvious weaknesses of the AW platform is the fact that, owing perhaps to its roots and convoluted evolution, the graphics engine is somewhat bland, and thus the viewer is treated with a world that has the tint of the “terribly dated and crude”. Everything, including one’s own avatar, tends to have a very cartoonish or blockish/pixellic appearance. With the level of computer graphics that one can see in the average Playstation or XBOX video game, AW graphics still is somewhat a disappointment. This could be a major reason why people aren’t immediately attracted to it from a purely visual standpoint.

While the interface is indeed simple and intuitive to a certain extent, there are instances wherein movement in the world can be severely hampered by some limitations to the graphics engine, and thus can present problems in some sessions which demand interactivity and user manipulations of his/her avatar.

There have been attempts to conduct tests on security of AW and such investigations have revealed that the Active Worlds software has several major security and stability weaknesses (discussed in depth in Threats). Like most virtual worlds similar to Active Worlds, communications over AW should not be considered either secure or private and as such should not be deployed to either mission critical or security concious projects. Other corporate use is certainally possible--however take care to note that like many servers, AW software can suffer greatly from skilled insider attacks.
Opportunities


There are obviously two areas wherein Active Worlds can prove to have  a lot of potential. One is in it’s ability to be a platform for showcasing real world products and sell them in a virtual store, much like selling in a traditional website. But with the 3D environment, the seller has more options and means to effectively market the product. There are a lot of e-shops in ActiveWorlds, including @mart, the first "real" 3D virtual mall in cyberspace is designed to resemble a modern shopping mall. It is home to a variety of vendors of both traditional and virtual products and services. With over 100 stores selling a wide range of products, @mart is a unique e-commerce experience.
Another area where AW can be of use is in education. The Active Worlds Educational Universe or AWEDU offers much potential as a resource to extend the traditional classroom setting and as a medium for distance education. The AWEDU environment is restricted to educational initiatives and provides resources to enable even novices in 3D development the ability to quickly construct and customize a 3D virtual world. Owners have access to libraries of hundreds of objects ranging from building items such as walls, floors, and doors to household objects such as tables, chairs, and beds from which to select and customize. Owners can easily add interactive opportunities within the 3D environment by animating objects and textures and by designating sensors that trigger actions and events both within the 3D environment and by activating the integrated web-browser. Additionally world owners may also select from a pool of existing avatars to provide for users visiting their world.
World owners have options of both creating and limiting access to their world, thereby insuring privacy and security in the learning environment. Within the 3D environment they can assign or deny building privileges as well. AW Educational Universe provides the easiest methods for creating and maintaining individual worlds. The pre-fabricated objects allow users to merely select and place objects. While customizing objects is limited, users may still add unique textures and animated textures. Interactive opportunities are also to some degree limited to a pre-defined choice of options, however, they are easy to employ and add to an object or environment.
Threats


AW is not immune to numerous attempts to “break” its system and how it is managed. In 2002, much attention had been drawn to insecurities within the Active Worlds software. The most notable event that suggested this was when two users named 'GAVROCHE' and 'GAMER' executed a modified world server within Active Worlds which faked a user count of over 14,000 users.

The resulting communciations between 'GAVROCHE' and AW Staff lead to the development of a team of like minded individuals with a great knowledge of protocols and exploitation being formed to improve the security of Active Worlds software. The team were asked to report their findings directly to AW developer 'ROLAND' and in return would not be held accountable for minor exploitations made to the Active Worlds software.

While externally the AWST seemed like a force for good in the Active Worlds universe, it was mostly a facade to allow the continuation of exploitation in the Active Worlds universe. Now that 'GAVROCHE' had permission (or sorts) to modify Active Worlds software - he was free to explore the greater possibilities within the software. This lead to the development of a number of exploits within Active Worlds, among them:

- A Cracked Universe Server
A version of the Active Worlds universe server that had licensing and remote access code removed to allow any individual to host a universe without cost. This software was used to host illegitimate universes such as X-Worlds.

- Active Worlds Citizen Impersonation
'GAVROCHE' was able to identify a way to completely assume the identity of another citizen in Active Worlds. Using a modified world server he was able capture all the required information that a browser might give to a world server to be identified as a specific citizen (i.e. citizen number, session number and random ident code). He then found a way (using AWProxy) to pass this information through to his browser allowing him to apply the information to his own account and visit other worlds assuming the identity of the user that had entered his world.

This had profound implications within the Active Worlds universe as it was now possible to assume the identity of ANY citizen that entered the world 'ANTICRAX' instantly whether they were online or not. If someone was impersonating a citizen whilst in the same world, their avatar would become invisible to other users and their text would appear to be spoken by the original user. The impersonator would also assume building and any other rights that the victim may have in a world (include where possible, Caretaker privilages). Many stunts were performed by users of the impersonation exploit including the ejection of Peacekeepers from AlphaWorld, targeted attacks on citizens and the deletion of other citizens property. As soon as the effects became aparent, 'GAVROCHE' disabled the exploit and denied any involvement.


The AWST did provide useful information to AWI that lead to improvements in security within the Active Worlds browser but their long list of exploits caused an equal amount of damage to the Active Worlds community and fueled others desires to attempt such activites. The AWST disbanded later in 2003.
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